
Mail header analysis

Address Details

Mail From: aplicationhnekopoi8@veriviyihrconto.com Mail To: noreply-9457628@otto.de

Mail From Name: cs-noreply@amazon.de Reply To:

Message Details

Subject:

=?utf-8?Q?Wichtige_In 
formationen_zu_Ihren_ 
Einstellungenwurdenge 
=C3=A4nder?= =?utf-8? 
Q?t_9457628?=

Content-Type: multipart/mixed boundary=b1_f9460d078a735fe54321011e975dc6ae

Date: Fri, 14 Aug 2020 02:41:48 -0700 UTC Date Fri Aug 14 09:41:48 2020

MessageID: f9460d078a735fe54321011e975dc6ae@mx.google.com

Message Transfer Agent (MTA) - Transfer Details

Mail Server From: instance-1 Mail Server To: mail.gmx.net

Mail Server From IP: 82.249.184.35 Mail Server To IP: 212.227.17.190

Mail Country From: FRANCE Mail Country To: GERMANY

AS Name From: Free SAS AS Name To: 1&1 Ionos Se

AS Number From: AS12322 AS Number To: AS8560

Distance (All Hops/Summary): 23323.55/359.32 KM Hops (All/Public): 4 / 2

MTA Encryption Poor (*) Delivery Time: 0 days, 0 hours, 0 min, 1 sec

Your IP: 73.204.221.136 Your GeoLoc: Lat:26.8238 Lon:-80.1407

Daily hit counter = 0 of 50

Global Mail Map

https://en.wikipedia.org/wiki/IP_address
https://en.wikipedia.org/wiki/IP_address
http://maps.google.com/?q=46.1963,6.2400&t=k
http://maps.google.com/?q=46.1963,6.2400&t=k
http://maps.google.com/?q=48.7500,8.2500&t=k
http://maps.google.com/?q=48.7500,8.2500&t=k
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS12322
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS8560
http://en.wikipedia.org/wiki/STARTTLS
http://maps.google.com/?q=26.8238,-80.1407&t=k


Map data ©2020 GeoBasis-DE/BKG (©2009), Google, Inst. Geogr. NacionalReport a map error

Spam Scoring Details

Score Spam Description

Total Score (Max:5) Spamassassin prediction

0 No Spam = Good!

Hop Details

Hop 1/4 Public Mail Routing

By MTA mail.gmx.net By IP 212.227.17.190 (*)

By AS Number AS8560 By AS Name 1&1 Ionos Se

By Geo Lat:48.7500 Lon:8.2500 By Next City (*)

From MTA mail-io1-f68.google.com From IP 209.85.166.68 (*)

From AS Nbr AS15169 From AS Name GOOGLE

From Geo Lat:37.7510 Lon:-97.8220 From Next City (*)

Date MTA Fri, 14 Aug 2020 11:41:49 +0200 UTC Date Fri Aug 14 09:41:49 2020

Epoch 1597398109 UTC Epoch 1597390909

Distance 11770.07 KM Del.Time (*)

MTA Encryption Not encrypted

MTA (Guess) GMX or WEB.DE Mailer (Nemesis)

For ; Fri, 14 Aug 2020 11:41:49 +0200

RAW Received: from mail-io1-f68.google.com ([209.85.166.68]) by mx-ha.gmx.net (mxgmx101 [212.227.17.5]) with
ESMTPS (Nemesis) id 1M3Uy2-1k5yFr2okc-000fQy for mich ; Fri, 14 Aug 2020 11:41:49 +0200

Public Hop Map (1/4)

https://www.google.com/maps/@47.4886674,7.245,7z/data=!10m1!1e1!12b1?source=apiv3&rapsrc=apiv3
https://maps.google.com/maps?ll=47.488667,7.245&z=7&t=m&hl=en-US&gl=US&mapclient=apiv3
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS8560
http://maps.google.com/?q=48.7500,8.2500&t=k
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS15169
http://maps.google.com/?q=37.7510,-97.8220&t=k
http://en.wikipedia.org/wiki/Coordinated_Universal_Time
http://en.wikipedia.org/wiki/Unix_time
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/Message_transfer_agent


Map data ©2020

Hop 2/4 Internal / Public Mail Routing

By MTA mail-io1-f68.google.com By IP 209.85.166.68 (*)

By AS Number AS15169 By AS Name GOOGLE

By Geo Lat:37.7510 Lon:-97.8220 By Next City (*)

From MTA From IP UNKNOWN (*)

Date MTA Fri, 14 Aug 2020 02:41:49 -0700 UTC Date Fri Aug 14 09:41:49 2020

Epoch 1597365709 UTC Epoch 1597390909

MTA Encryption Not encrypted (internal)

For mich; Fri, 14 Aug 2020 02:41:49 -0700 PDT

RAW Received: by mail-io1-f68.google.com with SMTP id h4so10186898ioe.5 for mich ; Fri, 14 Aug 2020 02:41:49
-0700 (PDT)

Hop 3/4 Internal Mail Routing

By MTA 2002:a05:6602:2106:: By IP 2002:a05:6602:2106:: (*)

From MTA From IP UNKNOWN (*)

Date MTA Fri, 14 Aug 2020 02:41:48 -0700 UTC Date Fri Aug 14 09:41:48 2020

Epoch 1597365708 UTC Epoch 1597390908

MTA Encryption Not encrypted (internal)

RAW X-Received: by 2002:a05:6602:2106:: with SMTP id x6mr1462891iox.84.1597398108922; Fri, 14 Aug 2020
02:41:48 -0700 (PDT)

Hop 4/4 Public Mail Routing

By MTA smtp.gmail.com By IP 173.194.206.109 (*)

By AS Number AS15169 By AS Name GOOGLE

By Geo Lat:37.7510 Lon:-97.8220 By Next City (*)

From MTA instance-1 From IP 82.249.184.35 (*)

From AS Nbr AS12322 From AS Name Free SAS

From Geo Lat:46.1963 Lon:6.2400 From Next City (*)

Date MTA Fri, 14 Aug 2020 02:41:48 -0700 UTC Date Fri Aug 14 09:41:48 2020

Epoch 1597365708 UTC Epoch 1597390908

Distance 11553.48 KM Del.Time (*)

MTA Encryption TLS1_2 cipher=ECDHE-ECDSA-CHACHA20-POLY1305 bits=256/256

RAW
Received: from instance-1 (82.249.184.35.bc.googleusercontent.com. [35.184.249.82]) by smtp.gmail.com with
ESMTPSA id a8sm271877ilq.21.2020.08.14.02.41.48 (version=TLS1_2 cipher=ECDHE-ECDSA-CHACHA20-
POLY1305 bits=256/256); Fri, 14 Aug 2020 02:41:48 -0700 (PDT)

https://maps.google.com/maps?ll=43.500257,-44.786&z=2&t=m&hl=en-US&gl=US&mapclient=apiv3
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS15169
http://maps.google.com/?q=37.7510,-97.8220&t=k
http://en.wikipedia.org/wiki/Coordinated_Universal_Time
http://en.wikipedia.org/wiki/Unix_time
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/Coordinated_Universal_Time
http://en.wikipedia.org/wiki/Unix_time
http://en.wikipedia.org/wiki/Transport_Layer_Security
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS15169
http://maps.google.com/?q=37.7510,-97.8220&t=k
http://en.wikipedia.org/wiki/Autonomous_System_%28Internet%29
https://stat.ripe.net/AS12322
http://maps.google.com/?q=46.1963,6.2400&t=k
http://en.wikipedia.org/wiki/Coordinated_Universal_Time
http://en.wikipedia.org/wiki/Unix_time
http://en.wikipedia.org/wiki/STARTTLS


Public Hop Map (4/4)

Map data ©2020

X-Header

X-Google-DKIM-Signatu 
re:

v=1; a=rsa-sha256; c=relaxed/relaxed; d=1e100.net; s=20161025; h=x-gm- 
message-state:date:to:from:subject:message-id:mime-version :content-tra 
nsfer-encoding; bh=5ibafVHCrfgejm7cIK75B+7kccMWz4hrYYjeqTUPaT4=; b=AkD1 
Zj/m67WP9iGcrxtqkC7fYV+rjcmMidXmqtX17uCS/7Pzs1sxWl4hz3mnIlkdYt DKfbm5OW 
MQlLIcjn2pbKk7GUZcePVlXvDVGZ4q6EKAhwSSvilQTWpHNOTfjmeg+oHqc2
MGdMSArqxs 
y5z46MrpTWl5pHyWvPnJtjpkru13CojlnTQ5E4kBqnFwjpLG8QNJ7z6PXT /eZrIsu8GGRf 
OhSUTLVa2MT2pkd82q7TJfORP9hrljRRKDcCJO4aCnWZAORsPIBZPJUD
SBcV/kvlkAM9VL 
Rzztu5o0zKwljwpqLt4SldfgSPlPBmb4iwen6onm97MEazPZ/kFs/v TdEQ==

X-Gm-Message-State:
AOAM532VT0/R/mPukTWWXc/UDgOt1GUPK9F9AqVVT2zW2RzTKjv+RcPQ
svooHVYJEmoyS 
Z+Yt/lfcuraFMhkog15M1OcA81FI3nucyyWCm5jqYbJ467QlLy9Cs82y5SLO3J P2nIU

X-Google-Smtp-Source: ABdhPJyy/8HakBTVsxRPXtc5NBC46F1kOd2BqizhvAdEnrHyW8mVMWj//6/2ZZXBL2mIc7
Sl+b+aVg==

X-Received: by 2002:a05:6602:2106:: with SMTP id x6mr1462891iox.84.1597398108922; 
Fri, 14 Aug 2020 02:41:48 -0700 (PDT)

X-Mailer: PHPMailer 5.2.23 (https://github.com/PHPMailer/PHPMailer)

X-GMX-Antispam: 0 (Mail was not recognized as spam); Detail=V3;

X-Spam-Flag: NO

Mail header

https://maps.google.com/maps?ll=42.114098,-45.791&z=2&t=m&hl=en-US&gl=US&mapclient=apiv3
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 Return-Path: <aplicationhnekopoi8@veriviyihrconto.com> 
Received: from mail-io1-f68.google.com ([209.85.166.68]) by mx-ha.gmx.net 
(mxgmx101 [212.227.17.5]) with ESMTPS (Nemesis) id 1M3Uy2-1k5yFr2okc-000fQy 
for <mich>; Fri, 14 Aug 2020 11:41:49 +0200 
Received: by mail-io1-f68.google.com with SMTP id h4so10186898ioe.5 for 
<mich>; Fri, 14 Aug 2020 02:41:49 -0700 (PDT) 
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=veriviyihrconto.com; 
s=google; h=date:to:from:subject:message-id:mime-version :content-transfer-
encoding; bh=5ibafVHCrfgejm7cIK75B+7kccMWz4hrYYjeqTUPaT4=; 
b=h4Q6AftyAetwmKnuDqyEhyzaB96JQ0Q9d0ALBwxjnQ58r9UzlrKCGOROEawj8gcc2/ 
o5PMKQTht1N65m4K99zY6kvIsL+JsBxjT+edECy5JgVDpYWKE21uhn5AN6h88db5y2xq 
NxgOEcp8XJ2YFXto88M7j8Gr8PXcmueQBOxcKTRXqqXKwVWGQKkGypyrE9HmKPXVm7ZM 
GSkY2cJSn+aS/B3dSu2MFtnL17llhYkcwBpHEa5G8qlQCgWr0BISBk85RIHc5vFhv8Yf 
vOVzYsioElvF70JUBMceboFmMWQztrBhi9tmxO9x7XRtiBk/vvplUtNxm8he1Pg9UrfZ iuSw== 
X-Google-DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=1e100.net; 
s=20161025; h=x-gm-message-state:date:to:from:subject:message-id:mime-
version :content-transfer-encoding; 
bh=5ibafVHCrfgejm7cIK75B+7kccMWz4hrYYjeqTUPaT4=; 
b=AkD1Zj/m67WP9iGcrxtqkC7fYV+rjcmMidXmqtX17uCS/7Pzs1sxWl4hz3mnIlkdYt 
DKfbm5OWMQlLIcjn2pbKk7GUZcePVlXvDVGZ4q6EKAhwSSvilQTWpHNOTfjmeg+oHqc2 
MGdMSArqxsy5z46MrpTWl5pHyWvPnJtjpkru13CojlnTQ5E4kBqnFwjpLG8QNJ7z6PXT 
/eZrIsu8GGRfOhSUTLVa2MT2pkd82q7TJfORP9hrljRRKDcCJO4aCnWZAORsPIBZPJUD 
SBcV/kvlkAM9VLRzztu5o0zKwljwpqLt4SldfgSPlPBmb4iwen6onm97MEazPZ/kFs/v TdEQ== 
X-Gm-Message-State: AOAM532VT0/R/mPukTWWXc/UDgOt1GUPK9F9AqVVT2zW2RzTKjv+RcPQ 
svooHVYJEmoySZ+Yt/lfcuraFMhkog15M1OcA81FI3nucyyWCm5jqYbJ467QlLy9Cs82y5SLO3J 
P2nIU 
X-Google-Smtp-Source: 
ABdhPJyy/8HakBTVsxRPXtc5NBC46F1kOd2BqizhvAdEnrHyW8mVMWj//6/2ZZXBL2mIc7Sl+b+a
Vg== 
X-Received: by 2002:a05:6602:2106:: with SMTP id 
x6mr1462891iox.84.1597398108922; Fri, 14 Aug 2020 02:41:48 -0700 (PDT) 
Received: from instance-1 (82.249.184.35.bc.googleusercontent.com. 
[35.184.249.82]) by smtp.gmail.com with ESMTPSA id 
a8sm271877ilq.21.2020.08.14.02.41.48 (version=TLS1_2 cipher=ECDHE-ECDSA-
CHACHA20-POLY1305 bits=256/256); Fri, 14 Aug 2020 02:41:48 -0700 (PDT) 

https://mailheader.org/feedback.cgi
http://wiki.coolgeo.org/
https://mailheader.org/privacy.cgi

